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1
Decision/action requested

This pCR discusses the security flaws in the registration procedure with AMF reallocation caused by network slicing. The security flaws causes UE registration failures. SA3 is kindly requested to consider this discussion paper. 
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Rationale

Due to slicing, AMF reallocation may occur in registration procedure.  Clause 4.2.2.2.3 in TS 23.502 [1] specifies the procedure of registration with AMF reallocation. In the specified procedure, there exist some cases in which the established NAS security context on UE and on AMF mismatch, causing UE’s registration to fail. After registration failure, if UE re-initiates the registration procedure, the registration will still fail.
3.1
Registration failure case 1
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Figure 1. Registration failure case 1 in registration failure in registration procedure with AMF reallocation

Figure 1 above draws registration failure case 1 where：

1. UE sends a Registration Request with SUCI. 

2. Initial AMF, upon the reception of the Registration Request with SUCI, initiates the primary authentication with UE. Initial AMF and UE separately generates a new AMF key, denoted as Kamf_new.
3.  Initial AMF sends the NAS Security Mode Command to the UE. The UE replies with NAS Security Mode Complete message which contains a complete Registration Request message, as specified in clause 6.4.6 of TS 33.501 [2].
4. Initial AMF, based on the requested S-NSSAIs obtained from the complete Registration Request message in NAS Security Mode Complete message in step 3, decides to reroute Registration Request to Target AMF. The information of Target AMF (e.g., AMF set) can be obtained by requesting NSSF. The detailed procedure on the AMF relocation can refer to clause 4.2.2.2.3 of TS 23.502 [1]. 
5. Initial AMF reroutes the received Registration Request in step 1 to Target AMF, via (R)AN.  This occurs when Initial AMF has no interface with Target AMF.  
6. Target AMF initiates primary authentication. Target AMF fetches RAND, AUTN and other parameters from AUSF.  
7. Target AMF sends Authentication Request message to UE. As Target AMF possesses no NAS security context, Authentication Request message is sent with no NAS security protection. UE, upon the reception of the unprotected Authentication Request message, will discard it. This is because UE has NAS security established with Initial AMF and it is unware of the AMF reallocation, and hence UE will discard any unprotected NAS messages, as specified in clause 4.4.4.2 and 4.4.5 of 24.501 [3]:
“Once the encryption of NAS messages has been started between the AMF and the UE, the receiver shall discard the unciphered NAS messages which shall have been ciphered according to the rules described in this specification.”
“Once the secure exchange of NAS messages has been established, the receiving 5GMM entity in the UE shall not process any NAS signalling messages unless they have been successfully integrity checked by the NAS. If NAS signalling messages, having not successfully passed the integrity check, are received, then the NAS in the UE shall discard that message.”
Eventually the registration will fails after timeout. Later if UE registers again, the above procedure applies and registration will never be successful. 
Observation1: UE can not register into the network while AMF relocation occurs during initial registration procedure.
3. 2
Registration failure case 2 (Initial AMF decides to use the Kamf’ received from Old AMF)
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Figure 2. Registration failure case 2 in registration failure in registration procedure with AMF reallocation 

Figure 2 above draws registration failure case 2, in which:

1. UE sends an integrity protected Registration Request with a valid native 5G-GUTI included. 

2. Initial AMF, based on the 5G-GUTI, invokes Namf_Communication_UEContextTransfer operation towards Old AMF, to which the 5G-GUTI points.  

3. Old AMF, after implicitly verifies the UE, based on its local policy, horizontally derives a new AMF key, denoted as Kamf’, from the old AMF key established between UE and Old AMF, denoted as Kamf. Old AMF returns Kamf’ with other UE context to Initial AMF. According to 33.501, Old AMF subsequently deletes Kamf’.
4. Initial AMF decides to use Kamf’. Initial AMF initiates NAS SMC procedure by sending Security Mode Command message to UE. The message contains K_AMF_change_flag. Because Initial AMF cannot decrypt the Registration Request message, an indicator is included in Security Mode Command message to request UE to send the complete Registration Request message. 

5. UE, based on K_AMF_change_flag, derives Kamf’. UE sends NAS Security Mode Complete message, with the complete Registration Request message.

6. Initial AMF, based on the requested S-NSSAIs obtained from the complete Registration Request message in step 5, decides to reroute Registration Request to Target AMF. The information of Target AMF (e.g., AMF set) can be obtained by requesting NSSF. 
7. Initial AMF invokes Namf_Communication_RegistrationStatusUpdate operation toward Old AMF, with a parameter indicating that the registration of UE to Initial AMF is not successful. The Old AMF continues as if the Namf_Communication_UEContextTransfer in step 2 had never been received. 
8. Initial AMF reroutes the received Registration Request in step 1 to Target AMF, via (R)AN.  This occurs when Initial AMF has no direct connection with Target AMF.  
9. Target AMF fetches UE context from Old AMF, and decides to ue the AMF keys returned by Old AMF. The AMF key is either Kamf or Kamf’
10. If Target AMF uses Kamf’, Target AMF sends a NAS Security Mode Command with an indicator K_AMF_change_flag set.  UE, with its current AMF keying being Kamf’, upon the reception of the message, performs horizontal key derivation and generates Kamf2. Then the integrity check of the message will fail, as UE uses Kamf2 and Target AMF uses Kamf’
If Target uses Kamf, then at UE side, the integrity check of the NAS message sent by Target AMF will fail, as Target AMF uses Kamf, while UE uses Kamf’
11. UE sends a NAS Security Mode Reject message to Target AMF. 
Then Target AMF abort the registration procedure, according to the specification in clause 5.4.2.5 of 24.501 [3]:
“Upon receipt of the SECURITY MODE REJECT message, the AMF shall stop timer T3560. The AMF shall also abort the ongoing procedure that triggered the initiation of the NAS security mode control procedure”
In the above procedure, if Initial AMF decides to perform primary authentication after step 3 and initiate NAS SMC to take into use the AMF key established in the primary authentication, and AMF reallocation occurs, then registration will also fail, for the same reason that the AMF keys used by UE and by Target AMF are different.
Observation2: UE cannot register into the network while AMF relocation occurs during idle mobility registration procedure.
4
Detailed Proposal

It is proposed that SA3 considers the security flaws in the registration procedure with AMF reallocation, which cause registration failure. It is proposed that SA3 approves the CRs to solve the security flaws of the registration procedure. 
UE





(R)AN





Initial AMF





Target AMF





AUSF





RR (SUCI)





2. Primary Authentication





NAS SMC





NAS security context established





NSSF





Nnassf_NSSelection_Get(Requested NSSAIs)/Response





5a. Rereoute NAS message(RR(SUCI))





5b. Initial NAS message(RR(SUCI))





7. Authentication Request





UE, with NAS security context established, discard unprotected Authentication Request





8. Registration Reject





6. Nausf_UEAuthentication_Authenticate/Response





UE





(R)AN





Initial AMF





Old AMF





1.RR (5G-GUTI)





4.Security Mode Command（K_AMF_change_flag）





NSSF





6.Nnassf_NSSelection_Get (Requested NSSAIs)/Response





8a. Rereoute NAS message (RR)





8b. Initial NAS message (RR)





10. Security Mode Command





Integirty check failure





Kamf





Target AMF





Kamf





9. Namf_communication_UEContextTrasnfer/Response





3. Namf_communication_UEContextTrasnfer Response (Kamf’, keyAMFHDerviationInd) 





5.Security Mode Complete





Kamf’





7.Namf_communication_RegistrationStatusUpdate(“NOT_TRANSFERRED”)





Act as if the previous context transfer request had not been received





Kamf





Decides to use the AMF keys (Kamf or Kamf’) receied from Old AMF





Kamf or Kamf’





Kamf’





11. SMC Reject





2. Namf_communication_UEContextTrasnfer 





Abort registration procedure








